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image sensors for 
surveillance!
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alerted node  

Periodically capture to 
detect intrusions/event 
 
Send alerts to neighbors 

Propagate alerts to the sink 
 
Send images to the sink 
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Multi-hop to Sink!

RPL is the 4th protocol 
standardized by IETF (RIP, 
OSPF, BGP) 
 
Provides end-to-end IPv6 
connectivity 

IPv6 egde router	


RPL	


RPL	


RPL	

RPL	


LBR (6lowPAN) 
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1-hop to Sink with long-
range technology!

IPv6 egde router	

LBR (6lowPAN) 

Long-range technologies 
(Semtech’s LoRaTM for 
instance) reduces the cost 
of deployment 
 
6LowPan can be used on top 
of LoRa 
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!
!
!

iMote2 with IMB400 ���
multimedia board	


Seedeye	


Pixy	

Cyclops	


Wireless Image Sensors!



7	


Motivations & objectives!

q Off-the-shelf solution for maximum reproducibility 
q Arduino-based solution for maximum flexibility and 

simplicity in programming and design; 
q Simple, affordable external camera to get raw image 

data, no soldering 

q Fast and efficient compression scheme with the 
host μC (no additional nor dedicated μC) 
q Small size image 
q packet loss-tolerant bit stream 

q Out of the box-surveillance 
q Run on battery 
q  Image change detection 

C. Pham, Deploying a Pool of 
Long-Range Wireless Image 
Sensor with Shared Activity 
Time. WiMob 2015. 
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Our low-cost image 
sensor!

XBee$802.15.4$module$
connected$at$125000$bauds$

Green$led,$
indicates$that$
uCam$is$ready$

Red$led,$
indicates$that$
uCam$is$taking$
picture$and$
encoding$is$
undergoing$

uCamII$camera,$connected$
115200$bauds$

Arduino$Due$board,$AT91SAM3X8E$at$
84MHz,$96KB$SRAM,$512KB$flash$

uCamII$configured$for$
RAW$128x128$8Tbit/
pixel$gray$scale$

Arduino$MEGA2560$board,$
ATmega2560$at$16MHz,$8KB$SRAM,$
256KB$flash$
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Very low-memory 
platforms!

Arduino(MEGA2560(board,(
ATmega2560(at(16MHz,(8KB(SRAM,(
256KB(flash(

Arduino MEGA2560 at 
16MHz, 8KB SRAM 
 
Only 2KB SRAM available 
at runtime 
 
Modified encoding 
algorithm to avoid having 
all the raw image in 
SRAM: encoding,  
packetization and 
transmission in a row per 
image packet 
 
Reference image and 
current raw stored in an 
SD card 
 
Encoding and 
packetization will read 
image blocks from SD 
card  
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Long-range version!

2100m 

247m 1 

2 

3 

4 

940m 

870m 

5 

520m 

332m Semtech 
SX1272!
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raw 16384b Q=100; 9768b (1.67) 

PSNR=51.344 

Q=90; 5125b (3.2) 

PSNR=29.414 

Q=80; 3729b (4.4) 

PSNR=28.866 

Q=70; 2957b (5.5) Q=60; 2552b (6.4) Q=50; 2265b (7.2) Q=40; 2024b (8.1) 

Q=5; 576b (28.44) Q=10; 911b (18) Q=20; 1366b (12) Q=30; 1735b (9.5) 

PSNR=28.477 PSNR=28.024 PSNR=27.912 PSNR=27.423 

PSNR=26.038 PSNR=26.933 PSNR=25.283 PSNR=23.507 

adjustable !
image quality 
factor Q!
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packet loss-tolerant bit 
stream, any reception order!

1 2 3 

Q=50; 10% pkt losses Q=50; 20% pkt losses Q=50; 30% pkt losses 

Q=50; 40% pkt losses Q=50; 50% pkt losses Q=50; 60% pkt losses 

Scientific cooperation with V. Lecuire from CRAN laboratory 
for the optimized image encoding algorithm Scientific cooperation with V. Lecuire from CRAN laboratory 

for the optimized image encoding algorithm Scientific cooperation with V. Lecuire from CRAN laboratory 
for the optimized image encoding algorithm Scientific cooperation with V. Lecuire from CRAN laboratory 

for the optimized image encoding algorithm Scientific cooperation with V. Lecuire from CRAN laboratory 
for the optimized image encoding algorithm Scientific cooperation with V. Lecuire from CRAN laboratory 

for the optimized image encoding algorithm Scientific cooperation with V. Lecuire from CRAN laboratory 
for the optimized image encoding algorithm 

RPL	




14	


Image change detection 
for Intrusion detection!

Real-time synchronization 
with your smartphone 
through cloud applications, 
e.g. DropBox 

Sends image to gateway on 
intrusion detection 

Very lightweight « simple-
differencing » method, takes 
into account modification in 
image luminosity 
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Performance measures!
Arduino Due!

Arduino Due 84MHz Arduino Due 84MHz Arduino Due 84MHz 

N R A B C&=&D&)&B D E=R+D F

Quality&
Factor&
Q

size&in&bytes&
(compression&
ratio)

number&
of&

packets&
(with&

MSS=90)

reading&
time&
from&
ucam

encode&
time

encode&+&
pkt&time

transmis)
sion&time&
(deduced)

encode&+&
pkt&+&

transmis)
sion&time

cycle&
time,&with&
transmis)

sion

rcv&
time&at&

the&
sink

90 5125&&&(3.2) 70 1512 512 782 539 1321 2833 799
80 3729&&&(4.4) 48 1512 511 704 384 1088 2600 599
70 2957&&&(5.5) 37 1512 519 686 304 990 2502 447
60 2552&&&(6.4) 32 1512 509 662 263 925 2437 390
50 2265&&&(7.2) 28 1512 500 646 233 879 2391 349
40 2024&&&(8.1) 25 1512 516 657 207 864 2376 317
30 1735&&&(9.5) 21 1512 516 649 177 826 2338 278
20 1366&&&(12) 17 1512 518 638 140 778 2290 231
10 911&&&&(18) 11 1512 516 628 93 721 2233 177

Arduino Due 84MHz 

Includes image change 
detection 
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Energy consumption & 
timing!
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Image change detection 
needs 3.571J, i.e. 10887 
cycles with 1200mAh 9V 
battery 
 
Minimum time between 
image capture is 
1512+220+220=1952ms 

1512ms 

220ms 220ms 
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Multi-camera system!

+ 

+ 

to 3.3v 

3.3v 

GND 

uart1 uart3 uart0 uart2 

ucam1 ucam2 ucam3 

ucamII 

Cam 1 

Cam 2 

Cam 3 

56° lens 76° lens 116° lens 
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Low-cost omnidirectional 
visual sensing!

80 image sensors, 1 camera/sensor aov=76° 80 image sensors, 3 camera/sensor aov=76° 80 image sensors, 3 camera/sensor aov=116° 

400mx400m area, depth of view is 35m 

80 image sensors, 1 camera/sensor aov=76° 80 image sensors, 3 camera/sensor aov=76° 80 image sensors, 3 camera/sensor aov=116° 

400mx400m area, depth of view is 35m 

Science Faculty Hall 

Cam 1 

Cam 2 

Cam 3 

80 image sensors,  
1 camera/sensor aov=76° 

80 image sensors,  
3 camera/sensor aov=76° 

80 image sensors, 
3 camera/sensor aov=116° 

Cameras can be activated 
in weighted round-robin 
manner or randomly  



19	


Out-of-the-box 
surveillance!

Single camera 
addr is 0x0004 

3 cameras 
addr is 0x0003 
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Real scene 

Don’t miss important 
events!!

What is captured!

Whole 
understanding 
of the scene is 
wrong!!! 

Time between 2 image capture!
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Image sensor’s cover set!

p 

b c 
v1 

v2 

v3 

v6 

v5 

v4 

Co(V)= {	

{V }, 	

{V1, V3, V4},	

{V2, V3, V4}, 	

{V3, V4, V5},	

{V1, V4, V6},	

{V2, V4, V6},	

{V4, V5, V6}	

}	


|Co(V)| = 7	
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Schedule activity with 
criticality in mind!

q  Link the activity to 
redundancy level 

q  High criticality 
q  Convex shape 
q  Most projections of x are 

close to the max activity 
q  Low criticality 

q  Concave shape 
q  Most projections of x are 

close to the min activity 
q  Concave and convex 

shapes automatically 
define sentry nodes in the 
network 

Redundancy!
i.e. #cover-sets!

Capture!
rate!
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Capture rate of low-
cost image sensor!
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Low criticality High criticality 

Is the maximum capture rate allowed by low-cost 
image sensor sufficient to provide low latency 

intrusion detection system? 
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Simulation parameters!

q  128x128 8bpp encoded image 
q  Quality Factor of 50: encoded image of 2265 

bytes in 28 packets 
q  We need 220ms to configure the camera and 

220ms for sync. Time before image data can be 
processed is 1.512s. Total is 1.952s 

q  So the maximum frame capture rate & image 
change detection is 0.52fps 

q  Camera angle of view could be 56°, 76° or 116° 
q  Depth of view of 25m 
q  Packet overhead at the image source is 11ms 

(8ms for transmission and 3ms for packetization) 
q  Packet relaying time is 16ms (based on 

measures of MicaZ relay node platform) 

Q=50; 2265b 
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First&intrusion&seen&by&node&46,&image&

packets&are&sent&and&relayed&by&node&

72,&then&received&and&displayed&by&

node&3&(sink)&at&?me&12.5.&28/28&pkts,&

received&latency&is&0.42s&and&image&was&

sent&0.47s&earlier.&&

Node&46&

Node&3&(sink)&

2Hhop&away&&

from&node&46&

Node&72&

relays&to&&

node&3&

Intrusion detection 
latency!

The simulation model is used to study performance of 
large-scale intrusion detection system 
 
Using real measures for image processing tasks and 
packet transmission overheads produces very accurate 
simulation results that are consistent to what have 
been found in real multi-hop experimentations 
 

s t e a l t h T i m e  i n  S N . i n t r u s i o n  ( v i d e o S e n s o r − 3 f p s 1 2 c s − 8 0 − 7 6 − 1 . v e c )

2 0 0 4 0 0 6 0 0 8 0 0

5

1 0

5s 

10s 

80-node 1-camera 76°, 3fps and 12 cover-
sets 

94 detected intrusions 

0s 

Simulation time 

200s 400s 600s 800s 1000s 

3fps max 
 

s t e a l t h T i m e  i n  S N . i n t r u s i o n  ( v i d e o S e n s o r − 8 0 − 7 6 − 1 . v e c )

s t e a l t h T i m e  i n  S N . i n t r u s i o n  ( v i d e o S e n s o r − 8 0 − 7 6 − 3 . v e c )

s t e a l t h T i m e  i n  S N . i n t r u s i o n  ( v i d e o S e n s o r − 8 0 − 1 1 6 − 3 . v e c )

s t e a l t h T i m e  i n  S N . i n t r u s i o n  ( v i d e o S e n s o r − 2 4 0 − 7 6 − 1 . v e c )

2 0 0 4 0 0 6 0 0 8 0 0

0

5

1 0

5s 

10s 

80-node 1-camera 76° 
80-node 3-camera 76° 
80-node 3-camera 116° 
240-node 1 camera 76° 

55 detected intrusions 

357 detected intrusions 

989 detected intrusions 

0s 

Simulation time 

200s 400s 600s 800s 1000s 

0.52fps max 
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1-hop image latency!
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Rcv time at sink. Already 
takes into account 
sender’s transmission time 
and receiver’s overheads 

Add 
  
(a)  time to get raw 

image data from 
camera 

(b)  Encoding and 
packetization time 
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Multi-hop image latency!



28	


Multi-hop image latency!
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Add 16ms per 
relay node 
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Conclusions!

q Low-cost image sensor from off-the-shelves 
components with fast and packet loss-tolerant 
encoding 

q Can run out-of-the box to perform surveillance 
tasks based on image change detection 

q Multi-camera systems can be easily built to 
increase coverage at low-cost 

q Accurate large-scale simulations shows the 
efficiency of low-cost multi-camera system 
compared to faster single camera 
configurations 
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Do it yourself!

http://cpham.perso.univ-pau.fr/WSN-MODEL/tool-html/imagesensor.html 

Question? 
 
Congduc.Pham@univ-pau.fr 
 


