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IMAGE SENSORS FOR
SURVEILLANCE

Periodically capture to
detect intrusions/event

Send alerts to neighbors

Propagate alerts to the sink

Send images to the sink

e alerted node
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Long-range technologies

(Semtech’s LoRa™ for
instance) reduces the cost
of deployment

6LowPan can be used on top
of LoRa
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MOTIVATIONS & OBJECTIVES

A Off-the-shelf solution for maximum reproducibility
A Arduino-based solution for maximum flexibility and
simplicity in programming and design;
d Simple, affordable external camera to get raw image
data, no soldering
A Fast and efficient compression scheme with the
host uC (no additional nor dedicated pC)

d Small size image

O packet loss-tolerant bit stream LER q
[ Out of the box-survelllance =
d Run on battery C. Pham, Deploying a Pool of

Long-Range Wireless Image
Sensor with Shared Activity
Time. WiMob 2015.

d Image change detection
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OUR LOW-COST IMAGE
SENSOR

=1
S

Red led, uCamll camera, connected
indicates that 115200 bauds
uCam is takin &
. . 2N Green led,
picture and

indicates that

encoding is uCam is ready

undergoing

XBee 802.15.4 module
connected at 125000 bauds

) S
- - 56 o

L | uCamll configured for
< S RAW 128x128 8-bit/
pixel gray scale

A Arduino MEGA2560 board,
Arduino Due board, AT91SAM3X8E at ATmega2560 at 16 MHz, 8KB SRAM,
84MHz, 96KB SRAM, 512KB flash 256KB flash



VERY LOW-MEMORY
PLATFORMS
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Arduino MEGA2560 at
16MHz, 8KB SRAM

Only 2KB SRAM available
at runtime

Modified encoding
algorithm to avoid having
all the raw image in
SRAM: encoding,
packetization and
transmission in a row per
image packet

Reference image and

current raw stored in an
SD card

Encoding and
packetization will read
image blocks from SD
card

® Arduino MEGA2560 board,
ATmega2560 at 16 MHz, 8KB SRAM,
256KB flash
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raw 16384b Q=100; 9768b (1.67)  Q=90; 5125b (3.2) Q=80; 3729b (4.4)
|

(BUTTRTRTITRT SRR RTTTERRD S O

ADJUSTABLE ~
IMAGE QUALITY PSNR=51.344 PSNR=29.414 PSNR=28.866
FACTOR

ORIQ Q=70; 2957b (5.5) Q=60; 2552b (6.4) Q=50; 2265b (7.2) Q=40; 2024b (8.1)

PSNR=28.477 PSNR=28.024 PSNR 27.912 PSNR 27.423

-

PSNR=26.933 PSNR=26.038 PSNR=25.283 PSNR=23.507 9)

Q=30; 1735b (9.5) Q=20; 1366b (12) Q=10; 911b (18) Q=5; 576b (28.44)

[E—



Tt PACKET LOSS-TOLERANT BIT
ITREAM, ANY RECEPTION ORDER

LoRa

[ =

CRAN laboratory for the optimized image

Scientific cooperation with V. Lecuire from
encoding algorithm



IMAGE CHANGE DETECTION
IFOR INTRUSION DETECTION

Sends image to gateway on

intrusion detection Bouyguee @ | 1725

cran-encobing  UCAM

ii tmp_1-128x128...P16-S1253.bmp
I 17,1Ko 25 déc. 2014 17:20

tmp_1-128x128-test.bmp.Q50.dat
3,8Ko 25 déc. 2014 17:20

L—E tmp_2-128x128...P17-S1298.bmp
17,1Ko 25 déc. 2014 17:23

tmp_2-128x128-test.omp.Q50.dat
4,0Ko 25 déc. 2014 17:23

| tmp_3-128x128...P29-S2234.bmp
=4 17,1Ko 25 déc. 2014 17:24

tmp_3-128x128-test.bmp.Q50.dat
6,9Ko 25 déc. 2014 17:24

Real-time synchronization
with your smartphone
through cloud applications, ¢ =2 O~ @

lj tmp_4-128x128...P16-S1279.bmp
17,1Ko 25 déc. 2014 17:25

e.g. DropBox
Very lightweight « simple-

differencing » method, takes

into account modification in

image luminosity
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ERFORMANCE MEASURES
ARDUINO DUE
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N R A B C=D-B D E=R+D F
number
of| reading encode + cycle rcv
Quality [size in bytes | packets time transmis- pkt +| time, with | time at
Factor |(compression (with from| encode|encode +| siontime| transmis-| transmis- the
Q ratio) MSS=90) ucam time| pkt time | (deduced)| sion time sion sink
90 5125 (3.2) 70 1512 512 782 539 1321 2833 799
80 3729 (4.4) 48 1512 511 704 384 1088 2600 599
70 2957 (5.5) 37 1512 519 686 304 990 2502 447
60 2552 (6.4) 32 1512 509 662 263 925 2437 390
50 2265 (7.2) 28 1512 500 646 233 879 2391 349
40 2024 (8.1) 25 1512 516 657 207 864 2376 317
30 1735 (9.5) 21 1512 516 649 177 826 2338 278
20 1366 (12) 17 1512 518 638 140 778 2290 231
10 911 (18) 11 1512 516 628 93 721 2233 177

1

Includes image change
detection
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NERGY CONSUMPTION &
TIMING

. Global sync, config, read, encode, transmit
Arduino Due ) consumption is 6.009 J
sync cam, config cam, I
read, encode, transmit [ ]
-
1.39J / second g no') g ;r_ & 2.773 ) & 1.004 ) 1.420) g
= S SS S
£ 2 S £ 3
- SsEsE  E i :
g g ; E Read data Encode | Transmit
0.009
0.008 1512 — .
< m > Image change detection
0.007 needs 3.571J, i.e. 10887
1 cycles with 1200mAh 9V
0.006 220ms  220ms battery
Minimum time between
0.004 fAAAamiiiasssiisiases image capture is
1512+220+220=1952ms
0.003
0.5 1.5 2.5 3.5 4.5 5.5 6.5
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OW-COST OMNIDIRECTIONAL
VISUAL SENSING

80 image sensors,
1 camera/sensor aov=76°

Cameras can be activated

in weighted round-robin 80 image sensors, 80 image sensors,
manner or randomly 3 camera/sensor aov=76° 3 camera/sensor aov=116°
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OUT-OF-THE-BOX
SURVEILLANCE

| 93095303 ussseTsSIIRIRRISITISTY |
AU T T A A SR RN T

)] administrator@ubuntu: ~/Dropbox/WaspMote/Meshlium/XBeeSend/CRAN-ENCODING [L)(e)(x]

File Edit View Terminal Help
administrator@ubuntu:~/Dropbox/WaspMote/Meshlium/XBeeSend/CRAN-ENCODINGS python 38400SerialToStdout.py (Al
/dev/ttyACMe | ./display multi image -nokey -vflip -timer 25 -framing 128x128-test.bmp
set to framing mode
Wait for image, original BMP file is 128x128-test.bmp, QualityFactor is 56
Display timer is 25s
Wait for image
Bouygues = 17:25 9 node index 0
Creating file tmp_©-node#0004-cam#0-128x128-test.bmp-Q26.dat for storing the received image data file
cran-ENcobing UCAM + Establishing handler for signal 34
Blocking signal 34

timer ID for node ©6x0004 camid © is ©x0878998

. tmp_1-128x128...P16-S1253.bmp Unblocking signal 34
| 17.1F 141 pkt 1(3433603033 0.06ms -> 0s6.00ms), node 0x0004 camid © Q 20, SN © write 234 bytes

tmp_1-128x128-test.bmp.Q50.dat node index ' ‘
K . 141 pkt 2(824489079 481.19ms -> 2s481.19ms), node 0x0004 camid © Q 20, SN 1 write 237 bytes

[ - node index @
LE tmp_2-128x128...P17-51298.bmp pkt 3(295682116 471.19ms -> 45952.38ms), node 0x0004 camid O Q 20, SN 2 write 236 bytes
. Ko 25 d

node index ©
tmp_2-128x128-test.bmp.Q50.dat pkt 4(696626098 400.94ns -> 75353.32ms), node 0x0004 camid @ Q 20, SN 3 write 230 bytes

node index ©
ﬂ tmp_3-128x128...P29-S2234.bmp pkt 5(81256118 384.63ms -> 95737.95ms), node ©x0004 camid © Q 20, SN 4 write 230 bytes

447K
node index ©
tmp_3-128x128-test.bmp.Q50.dat pkt 6(512103201 436.85ms -> 125168.86ms), node ©x0004 camid © Q 20, SN 5 write 235 bytes

node index ©
l: tmp._4-128x128...P16-S1279.bmp | pkt 7(946083325 433.98ms -> 145602.78ms), node 0x6004 camid 6 Q 20, SN 6 write 233 bytes
w 17,1K ' 149 node index 0

pkt 8(387992503 441.91ms -> 17s44.69ms), node ©x0004 camid © Q 20, SN 7 write 231 bytes

node index ©
pkt 9(115262106 727.27ms -> 18s771.96ms), node ©x0004 camid © Q 20, SN 8 write 149 bytes

Caught signal 34 for timer ID ©x08789f98

i=0 images[i].timerid=0x08789f98

node index 0

Start display img from node ©x0004 camid © index © 25s13.44ms

Thread for node ©x0004 camid 0 created successfully

rcv pkt: 9

Quality Factor is : 20

Opening file tmp_0-node#0004-cam#0-128x128-test.bmp-Q20.dat for display
Encoded file size is 1997, npkt is 9

Load BMP image ./tmp_0-node#0004-cam#0-128x128-test.bmp-Q20-P9-51997.bmp

grread for node ©x0004 camid 0 exited

=
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Co(V)={
{V1,

{V, V5, V,},
{V,, V3, V,},
{V;,V,. Vs},
{V1, V4. Vel
{V,,V,, Ve},
{V4’ VS’ V6}

v

ICo(V)I =7
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CHEDULE ACTIVITY WITH
CRITICALITY IN MIND

O Link the activity to CAPTURE
redundqncy |eve| RATE HIGH CRITICAL APPLICATION
Q High criticality f LOwW CRITICAL APPLICATION
O Convexshape MAX

O Most projections of x .
close to the max oc’ri\?i?/\
O Low criticality

d Concave shape
O Most projections of x are

close to the min activity =

0 Concave and convex \
shapes automatically Y
define sentry nodes in the &

network

Y

REDUNDANCY
I.E. #HCOVER-SETS
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%%  CAPTURE RATE OF LOW-
. COST IMAGE SENSOR

Low criticality

High criticality

Capture rate in fps

o o
N U
o

o
W

o

o

Capture rate and time between 2 snapshots

L time between 2 snapshots  =i@=fps

52.9

0 1 2 3 4 5 6 7 8
Number of cover-set

D
o

Ul
o

N
o

w
o

N
o

=
o

T
o

time between 2 snapshot in second

Capture rate in fps
o
w
o

o
()
o

Capture rate and time between 2 snapshots

L time between 2 snapshots  =@=fps

56
0.50 0.52

1 2 3 4 5 6 7 8
Number of cover-set

w
time between 2 snapshot in second

Is the maximum capture rate allowed by low-cost
iImage sensor sufficient to provide low latency
intrusion detection system?
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Q=50; 2265b

128x128 8bpp encoded image

Quality Factor of 50: encoded image of 2265
bytes in 28 packets

We need 220ms to configure the camera and
220ms for sync. Time before image data can be ==
processed is 1.512s. Totalis 1.952s

d So the maximum frame capfture rate & image

U O

change detection is 0.52fps
Camera angle of view could be 56°, 76° or 116°
Depth of view of 25m

Packet overhead at the image source is 1 1ms
(8ms for tfransmission and 3ms for packetization)

Packet relaying time is 16ms (based on
measures of MicaZ relay node platform)
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INTRUSION DETECTION
LATENCY
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The simulation model is used to study performance of
large-scale intrusion detection system

10s A

. Using real measures for image processing tasks and
B packet transmission overheads produces very accurate
. simulation results that are consistent to what have

94 detected intrusions

- 80-node 1-camera 76°, 3fps and 12 cover-

. . . . 55 4
been found in real multi-hop experimentations sets
. 3fps max
= 0.13(3:10000.0) 0.01(0:1000 p
He[74] y
ot o: 10000.0) &
0 27(5;1 0000.0) nude[an] ‘. node(o]
node[73] 0s
| - 7 - T T T T T T
%) oo T 000hy 200s 400s 600s 800s 1000s
0.58(10: 1 ou 19(4 10000.0)
ode[4] g wﬁ;;t;& 57 10000, U)e, 000, Simulation time
Lo . . 0.0 BB
First intrusion seen by node 46, image W - " @[1
0.0) e node[521 A s s mnnn ~ll 1101008,
packets are sent and relayed by node nmgm .
72, then received and displayed by ) Node 3 (sink)
node 3 (sink) at time 12.5. 28/28 pkts, & Node 46 2-hop away o
received latency is 0.42s and image was ' 10s -
Y & .”” noetocy from node 46
sent 0.47s earlier. node(fg) T
] 0.27(5:10000.0) s,
0. (7 ”U 0) 0. 05(1 1 = s
(2811 010 0 @ 80-node 3-camera 76°
no&@pmmowﬂo W nodefd1] nodl??(s 1 u&fﬁ@‘,ﬂﬂﬂ?ﬂf "g@ﬂﬂﬂ” 0 d 80-node 3-camera 116°
nodef3; & = é nodd 55 4 -node 1 camera
"UV‘SF@?[“] nodef71] NBUEE] ﬂjmﬁ[:aue[w] 052fp$ max
0.27(5:10000.0) o100
*. 0.01(0:10000.0)
0. Uftcas PaH0.0 =
(3-9 ) nmmwoi‘:'ﬂﬁg(‘: Doﬂgx{sa Node 72 1 357 detected intrusions
nod&b&%ﬁ]mm 0 0.38( 5_109060’:“[571 < re|ays to 989 detected intrusions
o node[ZBI node(23] g gg(;
node[14] wi node3 . 0 Os i
0.01(0:000 0mpunoo ! ' ' ' ' ' ! '
3 ua(z 100 DQ) 5, 0.1 3(3 10000.0) NoasHoge(1 9] =2 200s 400s 600s 800s 1000s
N node[64] L
aTB‘EIme[z T = Simulation time
node[37] EREER]
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Time in second

w
\
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Comparison of RCV time & 1-hop latency

===RCV time (measured)

1-hop latency (image display)

3.09
2.82

2.65 256

2.51 2.49 2.44

2.38

2.32

4 Add

Rcv time at sink. Already

(a) time to get raw

takes into account
sender’s transmission time

image data from
camera

and receiver’s overheads

(b) Encoding and

* packetization time

90 80 70 60 50 40 30 20 10
Quality factor
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ULTI-HOP IMAGE LATENCY

Read time & processing w/relay time

=¥=Read time, WaspMote ==WaspMote processing w/relay time

“rRead time, Arduino =»=Arduino processing w/relay time

94

100
80

|
120 0 08| g

60

Time inms

40
20

XBee payload in bytes
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ULTI-HOP IMAGE LATENCY

Read time & processing w/relay time

=o=Read time, WaspMote ==WaspMote processing w/relay time

Read time, Arduino =»=Arduino processing w/relay time

120

108

102
o (5]
- 75 8

Time in ms
=
o
o

0I5 20.7 20.6
20.0
13.4

111 11.4 116 119 122
93 96 99

9.1

122 915 110 114

3 S - o~ ~ ’3_
T T T T

10 15 20 25 30 35 40 45 50 55 60 65 70 75 80 85 90 95 100
Payload in bytes

E’ 80
£ 60
E 40
* 47 20 22 s 2 » F *
’ 30 40 50 60 70 80 90 100
Packet read time & packet relay time oespavondinbes
AdvanticSys TelosB and MicaZ
=I=Packet relay time (th), TelosB =fr=Packet relay time (measured), TelosB
=>&=Packet relay time (th), Micaz ==Packet relay time (measured), MicaZ
=0=Packet read time, TelosB =0=Packet read time, MicaZ
30.0
25.0 21.7 22.0 22.4 -
: : 243 250 248
20.0 175 17' 219 225227

Add 16ms per
relay node
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CONCLUSIONS

d Low-cost image sensor from off-the-shelves
components with fast and packet loss-tolerant
encoding

d Can run out-of-the box to perform surveillance
tasks based on image change detection

 Multi-camera systems can be easily built to
INnCrease coverage at low-cost

 Accurate large-scale simulations shows the
efficiency of low-cost multi-camera system
compared to faster single camera
configurations
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An image sensor board based ... % | +

i
&
|

& ) @ cpham.perso.univ-pau.fr/WSN-MODEL /tool-html/imagesensor.html E1 v € | (Q Rechercher

An image sensor board based on Arduino Due/MEGA and uCamlII camera

support for IEEE 802.15.4 and long-range LoRa™ radios
C. Pham, LIUPPA laboratory, University of Pau, France. http://cpham.perso.univ-pau.fr/

last update: May 12th, 2015.

Introduction http://cpham.perso.univ-pau.fr/WSN-MODEL/tool-html/imagesensor.html

There are a number of image Sensor boArus v aruuic Ut propusws Uy Uit Yoly GULTU LITUl Uit CULLILIUILIGY ULl LGBU GG ¥IIUGL SULBUL . ) CIUpS, LTSIy o) CAL AT, 17 iU, DUty U,

Panoptes, CMUcam3&FireFly, CMUcam4, CMUcam5/PIXY, iMote2/IMB400, ArduCam, ... All these platforms and/or products are very good and our motivations in building our
own image sensor platform for research on image sensor surveillance applications are:

1. have an off-the-shelf solution so that anybody can rcpmducc the hardware and software Q t' n ?
1. use an Arduino-based solution for i and simplicity in ing and design u e S IO "

2. use a simple, affordable external camera to get RAW image data, no JPEG
2. app]y a fast and efficient compression scheme with the host microcontroller to produce robust and very small image data suitable for large scale surveillance or

3. simple enough to demonstrate our criticality-based image sensor scheduling proposmons

1. see our paper : C. Pham, A. Makhoul, R. Saadi, "Risk-based Adaptive in Deployed Video Sensor Networks for Critical Surveillance H
Aol Joumatf Neorkand Compter Applions (NCA) Bovier ) 3001 o 0578 Con g duc.Pham @ univ-pau fr
4. easy integration with our test-bed for smdymg i with I mote plalforms (audio and 1magc)
1. see our paper: C. Pham, "C ion performances of IEEE 802.15 4 wireless sensor motes for data-i a comparison of Arduino
MEGA, TelosB, MicaZ and 1Molc2 for i 1magc surveillance", Journal of Network and Computer Applications (INCA), Elsevier, Vol. 46, Nov. 2014
5. fully simi ible with our si based on OMNET++/Castalia for vil i sensor m-rwnrk

Architecture and components

‘We use both Arduino Due and MEGA2560. The Arduino Due board has enough SRAM memory (96KB) to store an 128x128 8-bit/pixel RAW image (16384 bytes). On the
MEGA2560, which has only 8KB of SRAM memory, we store the captured image on an SD card (see right figure below for an exemple) and then perform the encoding process by
incrementally reading small portions of the image file.

For the camera, we use the uCamlI from 4D systems. You can the manual from 4D system web site. The uCamlII can deliver 128x128 raw image data. JPJEG
compression can be realized by the embedded micro-controller but this feature is not used as JPEG compression is not suitable at all for lossy environments. We instead apply a fast
and efficient compression scheme with the host microcontroller to produce robust and very small image data.
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