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WIRELESS AUTONOMOUS
SENSOR

JIN GENERAL: LOW COST, LOW POWER
(THE BATTERY MAY NOT BE
REPLACEABLE), SMALL SIZE, PRONE
TO FAILURE, POSSIBLY DISPOSABLE

J ROLE: SENSING, DATA PROCESSING,
COMMUNICATION ’V\

“Radio Transceiver

Data Storage
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¢ Q Sensing Module



MONITORING/SURVEILLANCE




IMAGE SENSOR MOTES
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SEARCH & RESCUE
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Multimedia
board




GET IMAGES FROM
DEPLOYED SENSORS




SENSORS & ROBOTS

TAKING ADVANTAGES OF DIFFERENCES!




SENSORS & ROBOTS

TAKING ADVANTAGES OF DIFFERENCES!

Wireless Sensor Networks:

Large scale sensing — | Robots:
Natural collaboration -
though data aggregation, * Mobility is a

reporting, ... . fundamgntal feature
Mobility is not a priority | | Exploration, rescue




SENSOR & ROBOTS
SEARCH & RESCUE

d RESCUE COULD BE OPERATED IN
SEVERAL PHASES (1)

Deploy in mass a
WASN to get a first
snapshot of the
area conditions:

images, radiation
level, targets,...

© Reuters




SENSOR & ROBOTS
SEARCH & RESCUE

d RESCUE COULD BE OPERATED IN
SEVERAL PHASES (2)

Based on collected
data, optimize
deployment/selection
of autonomous

robots, depending on
mobility type or
embedded hardware.




SENSOR & ROBOTS
SEARCH & RESCUE

d RESCUE COULD BE OPERATED IN
SEVERAL PHASES (3)

Robots could
serve as relay or
install
communication
gateways to

maintain WSN
connectivity and
increase data
storage capability




SENSOR & ROBOTS
SEARCH & RESCUE

d RESCUE COULD BE OPERATED IN
SEVERAL PHASES (4)

Sensor & Robots
will contineously
collaborate during
the rescue
Process:

localization, path
optimization,
remote sensing,...




SENSORS & ROBOTS
PROPOSE NEW INTERACTION
SCHEMES

dJ USE THE CRITICALITY MODEL TO
CONTROL BOTH SENSORS AND
ROBOT

d SAVE ENERGY OF SENSOR NODES
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SENSOR NODE’S COVER SET

Co(V)={
V1,
{V,,V;,V,},
{V,, V3, V,}, v,

{V3’ V47 VS} ’ x
{V,,V,, V¢},
{V,,V,, V¢},
{V4’ VS’ V6}

v
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CRITICALITY MODEL (1)

LINK THE CAPTURE
RATE TO THE SIZE OF
THE COVER SET
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CRITICALITY MODEL (2)

RC CAN VARY IN [0,1]

BEHAVIOR FUNCTIONS
(BV) DEFINES THE
CAPTURE SPEED
ACCORDING TO R°
RC< 0.5

0 CONCAVE SHAPE BV
RC°> 0.5

0 CONVEX SHAPE BV
WE PROPOSE TO USE

BEZIER CURVES TO
MODEL BV FUNCTIONS

P,(0,0) P,(r°=0)

LOW CRITICAL LEVEL HIGH CRITICAL LEVEL
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RISK-BASED SCHEDULING IN
IMAGES (1)

Q R°=R°,,=0.1, R°,,.=0.9, NO ALERT

|C0(VJ')|:3
fps=0.14

|Co(v))[=8
fps=0.81




RISK-BASED SCHEDULING IN
IMAGES (2)

O R°>R°=R°,,,,=0.9




MEAN STEALTH TIME

T,-To IS THE INTRUDER’S STEALTH TIME
VELOCITY IS SET TO 5M/S

o
OO0 e INTRUSIONS STARTS AT T=10S
® O WHEN AN INTRUDER IS SEEN, COMPUTE
o O, THE STEALTH TIME, AND STARTS A NEW
INTRUSION UNTIL END OF SIMULATION
e
5 O . 0 5 e
ce® o0 ¢ O© e o
o O O
e O 0O 0O o e
O O O
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mean stealth time (second)

MEAN STEALTH TIME
RISK-BASED SCHEDULING

-

-l stealthTime Ta=5s, r®: 0.1->0.9

“@- stealthTime Ta=10s, r°: 0.1->0.9
stealthTime Ta=15s, r*: 0.1->0.9
stealthTime Ta=20s, r°: 0.1->0.9

/ /[/ x | EE
/ e TNV

A ~
A\ 9

o

Z\N
L v 1
N\ 1% / stealthTime r®
". T~ A / stealthTime
*~—%

r’=0.4

MW

/~ - stealt hTime r°=
@ stealthT

ime r°=

Ay A .
VAN “'\‘: Nl ~#- stealt hTime r°=0.5
o ] *4’". tttttt hTime r°=0.6
e ¥ HiE sigalihTine '00.2

o =
h Sepp T @ stealt hTime r°=0.8
\ ;

”*'/” stealthTime r°=0.9
- e 7 - —

=0.3

'__". =
0.1 | |»
0.2

T T T T
3
time (secon d) 45OES

w ',——ot %o

time (second)

LI |

1E3

1300s

SENSOR NODES START AT O.1 THEN
INCREASE TO O.9 IF ALERTED (BY
INTRUDERS OR NEIGHBORS) AND STAY
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COOPERATION WITH
CAMERAS ON MOBILE
ROBOTS

Fixed image sensors near a fixed image sensors whose FoV’s
mobile camera can decrease center is covered by a mobile camera
their criticality level to R® ;. decrease their criticality level to R® ;.
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IMPACT ON LIFETIME &
STEALTH TIME

% active nodes
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HOW LOW THE CRITICALITY
LEVEL COULD BE REDUCED?

O WE ADD A SECURITY LEVEL: R°,,,+S

stealth time, slidingwinavg-50 (second)

' -.- stealthTime —no MCR Less +han '20% Of
=@~ stealthTime - 8MCR Sensors are active
=0 stealthTime — 8MCR +0.2.

4 stealthTime — 8MCR +0.4

=8 stealthTime — 8MCR +0.6

A security level is necessary
when the number of sensor

nodes is low: adaptive method

time (second)



CONCLUSIONS

SENSORS & ROBOTS ARE COMPLEMENTARY
TECHNOLOGIES FOR MISSION-CRITICAL
APPLICATIONS

WE PROPOSE THAT BOTH SENSORS AND MOBILE
ROBOTS SHARE THE SAME CRITICALITY MODEL

THEN MOBILE ROBOTS CAN HELP FIXED SENSOR
NODES TO SAVE THEIR ENERGY WITHOUT
DEGRADING THE SURVEILLANCE QUALITY

THERE ARE A LOT OF VARIANTS THAT COULD BE
IMPLEMENTED

ENERGY SAVING IS NOT THE ONLY GAIN

d FEWER CONGESTIONS, LESS CONTENTION ON RADIO MEDIUM,
MORE IMAGE PACKETS RECEIVED AT THE SINK

d SYNCHRONOUS MAC LAYER COULD USE CAMERA ROTATION
TIME TO ADAPT THE LISTENING INTERVAL OR DETERMINE
NAV-LIKE RESERVATION VECTORS

0 NODES COULD RATHER FOCUS ON RELAYING PACKETS
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A SIMULATOR FOR IMAGE
SENSORS
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SENSORS & ROBOTS
ENABLE REALISTIC
INTERACTION STUDIES

Sensor specific simulator for communication stack
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ADDITIONAL SLIDES
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IMAGE SENSOR SIMULATION

MODEL UNDER OMNET++

d COMMUNICATION LAYERS ARE VERY
IMPORTANT FOR WSN

d USE SPECIFIC SIMULATOR
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STUDY THE IMPACT OF
COMMUNICATION LAYER ON
SURVEILLANCE QUALITY
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Node 148: INTRUSION SEEN

Sending [alert] of size 30 bytes to communication layer
Node 148: INTRUSION SEEN
nb active nodes 100%

Node 5: INTRUSION SEEN

Sending [alert] of size 30 bytes to communication layer
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ROBOT SIMULATORS

0 MOBILITY, EXPLORATION, NAVIGATION,
TRACKING, CONTROL AND DESIGN ARE VERY
IMPORTANT FOR ROBOTS

0 USE SPECIFIC ROBOT SIMULATORS
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