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d Cyclops

 SeedEyes

d CMUcam4 & CMUcamb(PIXY)
d iMote2/IMB400...

d Mostly based on ad-hoc development of the
visual part (dedicated camera circuit or
dedicated pC for image acquisition/processing)

d Image encoding mechanism rarely adapted to
low-resource platform (memory, radio,...)

d Can hardly run out-of-the-box for surveillance
applications



“FMNMOTIVATIONS & OBJECTIVES

 Offer an off-the-shelf solution so that anybody
can reproduce the hardware and software
components
[ Arduino-based solution for maximum flexibility and
simplicity in programming and design;
d Simple, affordable external camera to get raw image
data
d Integrate and apply fast and efficient
compression scheme with the host uC (no
additional nor dedicated pC)

d Small size image

d packet loss-tolerant bit sfream :



ARDUINO + uCAMII
128X128 8BPP RAW IMAGES
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3.3v Arduino Due board, AT91SAM3X8E at
84MHz, 96KB SRAM, 512KB flash 0
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Red led, uCamll camera, connected
indicates that 115200 bauds
uCam is takin .
. . N Green led,
picture and

indicates that

encoding is uCam is ready

undergoing

XBee 802.15.4 module
connected at 125000 bauds

4565 ) oF

uCamll configured for
RAW 128x128 8-bit/
pixel gray scale

A Arduino MEGA2560 board,
Arduino Due board, AT91SAM3X8E at ATmega2560 at 16 MHz, 8KB SRAM,
84MHz, 96KB SRAM, 512KB flash 256KB flash
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ADJUSTABLE ==

raw 16384b Q=100; 9768b (1.67)  Q=90; 5125b (3.2) Q=80; 3729b (4.4)
|

IMAGE QUALITY PSNR=51.344 PSNR=29.414 PSNR=28.866

FACTOR Q

Q=70; 2957b (5.5) Q=60; 2552b (6.4) Q=50; 2265b (7.2) Q=40; 2024b (8.1)

e o

PSNR=28.477 PSNR=28.024 PSNR 27.912 PSNR=27.423

Q=30; 1735b (9.5) Q=20; 1366b (12) Q=10; 911b (18) Q=5; 576b (28.44)

PSNR=26.933 PSNR=26.038 PSNR=25.283



Tt PACKET LOSS-TOLERANT BIT
ITREAM, ANY RECEPTION ORDER
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CRAN laboratory for the optimized image

Scientific cooperation with V. Lecuire from
encoding algorithm



IMAGE CHANGE DETECTION
FOR INTRUSION DETECTION

Very lightweight « simple-
differencing » method, takes
into account modification in
image luminosity

Sends image to gateway on
intrusion detection

Real-time synchronization
with your smartphone
through cloud applications,
e.g. DropBox
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cran-encoping UCAM +

n tmp_1-128x128...P16-S1253.bmp
17,1Ko 25 déc. 2014 17:20

tmp_1-128x128-test.bmp.Q50.dat
L 3,8Ko 25déc. 2014 17:20

! tmp_2-128x128...P17-S1298.bmp
17,1Ko 25 déc. 2014 17:23

tmp_2-128x128-test.bmp.Q50.dat
L] 4,0Ko 25déc.2014 17:23

tmp_3-128x128...P29-S2234.bmp
17,1Ko 25 déc. 2014 17:24

tmp_3-128x128-test.bmp.Q50.dat
L 6,9Ko 25déc. 2014 17:24

[ ]
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tmp_4-128x128...P16-S1279.bmp
17,1Ko 25 déc. 2014 17:25




VERY LOW-MEMORY
PLATFORMS
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Arduino MEGA2560 at
16MHz, 8KB SRAM

Only 2KB SRAM available
at runtime

Modified encoding
algorithm to avoid having
all the raw image in
SRAM: encoding,
packetization and
transmission in a row per
image packet

Reference image and

current raw stored in an
SD card

Encoding and
packetization will read
image blocks from SD
card

Ardumo MEGA2560 board,
/ ATmega2560 at 16MHz, 8KB SRAM,
256KB flash
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OW-COST OMNIDIRECTIONAL
VISUAL SENSING
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ARDUINO DUE

—“ERFORMANCE MEASURES

N R A B=D-A C=B/N D E=D/N
global
time to global global encode + pkt| encode+tran
size in read data] encode + pkt transmit transmit + transmit smit
Quality bytes Number from time time time/pkt time| time/pkt (in
Factor Q [(MSS=90) |[of packets ucam| (measured)| (computed)| (computed)| (measured) ms)
100 9768 158 1.512 1.027 1.064 0.0067 2.091 13.2342
90 5125 70 1.512 0.782 0.539 0.0077 1.321 18.8714
80 3729 48 567
70 2957 37 i global transmit time (computed) ® global encode + pkt time (measured) 568
60 2552 32 . )63
50 2265 28 329
40 2024 25 500
30 1735 21 2T 333
20 1366 17 3 547
10 911 11 S 15 - 455]
5 576 7 3 ] 286
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Quality factor
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DETAILED MEASURES

F G H=F+G*N I=H+C*N J K=(C+G)*N
encode +
packetization pkt +
(pkt) time| encode + pkt transmit
" ' e| (measured & time time|] RCVtime|RCV time
Comparison of encode + pkt 2d) rounded)| (computed)|(computed)| (measured)|(computed)
~encode + pkt time (computed) 79 0.0030 0.8530 1.917 1.708 1.538
~global encode + pkt time (measured) 12 0.0030 0.7220 1.261 0.799 0.749
1.2000 11 0.0n2Nn N AREN 1020 N 5oa N 578
5 1.0000 \ T 00
8 0.8000 Ul
g 0.6000 o~ —_— 09 0.0 Comparison of RCV time & 1-hop latency
.g 0.4000 00 0.0 ===RCV time (computed) ===RCV time (measured) 1-hop latency (snapshot-display)
0.2000
0.0000 e 116 0.0 6 531
100 90 80 70 60 50 40 30 20 10 5 16 0.0 R+D+J
Quality fact
— 18| o0 ¢ 1.512+0.879+0.349=2.74s
16 0.0 o ra |
Comparison of encode + pkt + transmit 18 0.0 T4 A Ul 320
.U o .
===encode + pkt + transmit time (computed) § 3 2:95 283 274 263~ 5y
===g|obal encode + pkt + transmit time (measured) 'E i 424 241 2.33
25 E ,
2 2 <§
g e 1< \
'E 1 y
£
F 0.5 0
O 100 9 80 70 60 50
100 90 80 70 60 50 40 30 20 10 5 Quality factor
Quality factor




OUT-OF-THE-BOX
SURVEILLANCE

inistrator@ubuntu: ~/Dropbox/ p ium/XBeeSend/CRAN-ENCODING =J[B)(x)
File Edit View Terminal Tabs Help

' |} administrator@ubuntu: ~/Dropbox/... % \administrator@ubuntu: ~/Dropbox/... 3¢ |administrator@ubuntu: ~/Dropbox/... 3¢

img-20-node#0002-cam#1-Q50 - index 1
T |

node index 1
pkt 28(892251144 26.16ms -> O

a1 Bouygues % 17:25

node index 1

pkt 29(909583368 17.33ms -> o CRAN-ENCODING UCAM + .

node index 1
pkt 30(917948300 8.36ms -> 09

rode index 1 i\i tmp_1-128x128...P16-S1253.bmp
I
i (.

31(933400927 15.45ms -> ¢ 17,1Ko 25 déc. 2014 17:20

nodp index 1

pktf32(950175958 16.78ms -> o tmp_1-128x128-test.bmp.Q50.dat
nodp index 1 L1 3,8Ko 25 déc. 2014 17:20
| pkt}33(970204195 20.03ms -> ©f
nodh index 1 LE tmp_2-128x128...P17-S1298.bmp
| pkt 34(982908742 12.76ms -> O 17.1Ko 25 déc. 2014 17:23

nodp index 1

Pkt}35(990383357 7.47ms -> 03 tmp_2-128x128-test.bmp.Q50.dat
A | nodf index 1 4,0Ko 25 déc. 2014 17:23
- | pkt] 36 (12907483 22.52ms -> o

| nodp index 1 - -

:Et 3;’(‘38:49218 17.54ms -> o9 ﬁ tmp_3-128x128...P29-S2234.bmp

= 17,1Ko 25 déc. 2014 17:24
nodp index 1
pkt 38(40453662 10.06ms -> 09

tmp_3-128x128-test.bomp.Q50.dat

nodp index 1 A E A&~ A 1794
pkt] 39(60885916 20.43ms -> o L) 6,9Ko 25déc. 2014 17:24

:ﬁg 43’(‘3;;8}952 9.80ms -> 059 &E tmp_4-128x128...P16-S1279.bmp
17,1Ko 25 déc. 2014 17:25

nodg index 1
pkt 41(96828365 20.15ms -> 09

nodp index 1
pkt42(101168174 10.34ms -> @

nodg index 1
pkt§43(108603421 7.44ms -> ©s5622.57ms), node 0x0002 camid 1 Q 50, SN 18 write 45 bytes

Caught signal 34 for timer ID 0x@9cfee60
node index 1
Start display img from node 0x0002 camid 1 index 1 4s1.35ms

Thread for node ©x0002 camid 1 created successfully

rcv pkt: 43

Quality Factor is : 50

Opening file tmp_26-node#0002-cam#1-128x128-test.bmp-Q56.dat for display
Encoded file size is 3361, npkt is 43

'Lhread for node ©x0002 camid 1 exited
O
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USING REALISTIC

IPARAMETERS IN SIMULATION
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Q=50; 2265b

128x128 8bpp encoded image

Quality Factor of 50: encoded image of 2265
bytes in 28 packets

We need 200ms to configure the camera. Time
before image data can be processed is 1.512s

So the maximum frame capture rate is 0.58fps
Camera angle of view could be 56°, 76° or 116°
Depth of view of 25m

Packet overhead at the image source is 11ms
(8ms for tfransmission and 3ms for packetization)

Packet relaying time is 1éms (based on
measures of MicaZ platform)




# SIMULATION SCENARIO
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The simulation model is used to study performance of
large-scale intrusion detection system

10s A

Using real measures for image processing tasks and
packet transmission overheads produces very accurate
= simulation results that are consistent to what have
* = been found in real multi-hop experimentations
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CONCLUSIONS

d Low-cost image sensor from off-the-shelves
components with fast and packet loss-tolerant
encoding

d Can run out-of-the box to perform surveillance
tasks based on image change detection

d The image latency can be less than 2.3s using
medium quality image

d At 1-hop, the receive & display latency can be
less than 2.8s using medium quality image

A Detailed performance measures are used to
produce more accurate large-scale simulation
models
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An image sensor board based on Arduino Due/MEGA and uCamlI camera
C. Pham, LIUPPA laboratory, University of Pau, France. http:/cpham.perso.univ-pau.fr/

last update: March 30th, 2015.

Introduction

There are a number of image sensor boards available or proposed by the very active research community on image and visual sensors: Cyclops, MeshEyes, Citric, WiCa, ScedEyes,
Panoptes, CMUcam3&FircFly, CMUcam4, CMUcam5/PIXY, iMote2/IMB400, ArduCam, ... All these platforms and/or products are very good and our motivations in building our
own image sensor platform for research on image sensor surveillance applications are:

1. have an off-the-shelf solution so that nn)body can r:pmducc the Iurdwan: and software
1. use an Arduino-based solution for and icity in ing and design
2. use a simple, affordable external camera to get RAW image data, no JPEG
2. apply a fast and efficient compression scheme with the host microcontroller to produce robust and very small image data suitable for large scale surveillance or

3. simple enough to demonstrate our criticality-based image sensor scheduling propositions
1. see our paper : C. Pham, A. Makhoul, R. Saadi, "Risk-based Adaptive Scheduling in Randomly Deployed Video Sensor Networks for Critical Surveillance Applications”,
Journal of Network and Computer Applications (INCA), Elsevier, 34(2), 2011, pp. 783-795
4. casy integration with our test-bed for sludymg data-ii with I mote platfc (md»o md 1magc)
1. see our paper: C. Pham, " a wi ati

Journal quemark and Computer Apphmnwu 1IN(A). ﬂmm. Vol. 46 Nov.2014

mmmmmmm;mmmmnm
5. fully simi ible with our si i bascd on OMNET++/Castalia for video/image sensor networks.
Architecture and components

We use both Arduino Due and MEGA2560. The Arduino Due board has enough SRAM memory (96KB) to store an 128x128 8-bit/pixel RAW image (16384 bytes). On the
MEGA2560, which has only 8KB of SRAM memory, we store the captured image on an SD card (see right figure below for an exemple) and then perform the encoding process by
incrementally reading small portions of the image file.

For the camera, we use the uCamll from 4D systems. You can download the reference manual from 4D system web site. The uCamll can deliver 128x128 raw image data. JPEG
compression can be realized by the embedded micro-controller but this feature is not used as JPEG compression is not suitable at all for lossy environments. We instead apply a fast
and efficient compression scheme with the host microcontroller to produce robust and very small image data.

Question?

Congduc.Pham@univ-pau.fr




