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Internet of Things!



3	


IoT, M2M, D2D,…!
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Measuring the physical 
world!

Sensing!
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control, optimize & 
instrument !!

PEOPLES,  INFRASTRUCTURES, 
BUILDINGS, VEHICULES!

Sensing!

Pervasive Systems!

DATA ANALYSIS, OPTIMIZATION & 
CONTROL!
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Example: Smart Cities!

http://www.libelium.com/top_50_iot_sensor_applications_ranking/#show_infographic!
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Huge societal needs!!

Irrigation  Livestock farming   Fish farming & aquaculture   

Storage & logistic  Agriculture Fresh water 
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1st issue: collect data!

PEOPLES,  INFRASTRUCTURES, 
BUILDINGS, VEHICULES!

Sensing!

Pervasive Systems!

DATA ANALYSIS, OPTIMIZATION & 
CONTROL!

? ?
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Sensing/telemetry systems!

LR-BS 

deployment made easier in 
single-hop model !!! 
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Energy-Range dilemma!

Energy 

Enhanced from M. Dohler “M2M in SmartCities” 
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How costly is 
transmission?!

 200-500mA   500-1000mA      100-300mA 
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Energy consideration!

18720 Joules!

TX power: 500mA 
 
P = I x V = 500 x 3.3 = 1650mW 
 
E = P x t -> t = E/P 
 
11345s or 3h9mins 

Haven’t considered: 
 
-  Baseline power consumption of 

the sensor board 
-  RX consumption! 
-  Event capture consumption 
-  Event processing consumption 
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IEEE 802.15.4 in ISM 2.4GHz!

•  Low-power radio in the 2.4GHz band offering 250kbps 
throughput at physical layer 

•  Power transmission from 1mW to 100mW for range from 
100m to about 1km is LOS 

•  CSMA/CA  
•  BPSK, used as physical layer 

in ZigBee 
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Energy consideration!

18720 Joules!

TX power 0dbm: 17.4mA 
 
P = I x V = 17.4 x 3.3 = 57.42mW 
 
E = P x t -> t = E/P 
 
326018s or 90.5h 

Haven’t considered: 
 
-  Baseline power consumption of 

the sensor board 
-  RX consumption: 18.8mA! 
-  Event capture consumption 
-  Event processing consumption 
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15 years of multi-hop 
routing?!

Routing over low 
Power&Lossy Networks (RPL) 
 
RPL is the 4th protocol 
standardized by IETF (RIP, 
OSPF, BGP) 
 
6LowPan provides end-to-end 
IPv6 connectivity 

IPv6 egde router	

RPL	


RPL	


RPL	

RPL	


UDP	


LBR (6lowPAN) 

Short range, low 
power radio 
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Academics vs Industries!
Let’s go back to reality!!

Millions of sensors, 
self-organizing, self-
configuring, with 
QoS-based multi-
path routing, 
mobility, and … 

500 sensors, STATIC deployment, 
but need to have RELIABILITY, 
GUARANTEED LATENCY for 

monitoring and alerting. MUST 
run for 3 YEARS. No fancy stuff! 

CAN I HAVE IT? 

From Peng Zeng & Qin Wang  
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Most telemetry applications 
use the cellular model!

17	  
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Energy 

Enhanced from M. Dohler “M2M in SmartCities” 

Low-power and long-
range?!
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Low Power WAN ?!
Ta

bl
es

 fr
om

 S
em

te
ch

 

200-500mA       500-1000mA      100-300mA            18mA               18mA 
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Increasing range?!

q Generally, robustness and sensitivity can be 
increased when transmitting (much) slower 

q   A[Sigfox message is sent relatively slowly in a 
very narrow band of spectrum (hence ultra-
narrow-band) using Gaussian Frequency-Shift 
Keying modulation]. Max throughput=~100bps 

q LoRa also increases time-on-air when maximum 
range is needed. But LoRa uses spread spectrum 
instead of UNB. 
300bps-37.5kbps 
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Link budget of LPWAN!

From Peter R. Egli, INDIGOO.COM 
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WHY THE LPWAN 
REVOLUTION?!

Theoretical capacity of 125kHz and 
2MHz radio channels considering a 
7.5dB NF receiver 

433/868 typical Industry best 
class at 868MHz 

LoRa SX1272 
at 868MHz 

From Peter R. Egli, INDIGOO.COM 



26	


Versatile LPWAN!!

Dense urban areas Rural areas 

Underground Indoor 
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Extreme long-range!!
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LoRa’s parameters!

q Parameters 
q Bandwidth: 62.5kHz, 125kHz, 250kHz, 500kHz 
q Spreading factor: 6 to 12 
q Rate code: 4/4+CR (CR=1, 2, 3, 4) 

Tables from Semtech 

Rule of thumb 
 
6dB increase = twice the 
range in LOS 
 
12dB needed for urban areas 

Sensitivity: lowest input 
power with acceptable link 
quality, typically 1% PER 

0 
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Relation to range!

500kHz, SF12 125kHz, SF12 

10-15kms 

125kHz, SF6 
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Time on air for various 
LoRa settings!

LoRa%
mode BW CR SF 5%bytes 55%bytes

105%
bytes

155%
Bytes

205%
Bytes

255%
Bytes

1 125 %4/5 12 0.95846 2.59686 4.23526 5.87366 7.51206 9.15046
2 250 %4/5 12 0.47923 1.21651 1.87187 2.52723 3.26451 3.91987
3 125 %4/5 10 0.28058 0.69018 1.09978 1.50938 1.91898 2.32858
4 500 %4/5 12 0.23962 0.60826 0.93594 1.26362 1.63226 1.95994
5 250 %4/5 10 0.14029 0.34509 0.54989 0.75469 0.95949 1.16429
6 500 %4/5 11 0.11981 0.30413 0.50893 0.69325 0.87757 1.06189
7 250 %4/5 9 0.07014 0.18278 0.29542 0.40806 0.5207 0.63334
8 500 %4/5 9 0.03507 0.09139 0.14771 0.20403 0.26035 0.31667
9 500 %4/5 8 0.01754 0.05082 0.08154 0.11482 0.14554 0.17882
10 500 %4/5 7 0.00877 0.02797 0.04589 0.06381 0.08301 0.10093

time%on%air%in%second%for%payload%size%of

R
an

ge
  

Throughput  
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LoRa modules from 
Semtech’s SX127x chips!

DORJI DRF1278DM is 
based on Semtech 
SX1278 LoRa 433MHz 

Multi-Tech 
MultiConnect mDot 

LinkLabs 
Symphony module 

habSupplies 

Adeunis ARF8030AA- Lo868  

AMIHO AM093 

Microship RN2483 

Froggy Factory LoRa 
module (Arduino) 

Libelium LoRa is based on 
Semtech SX1272 LoRa  
863-870 MHz for Europe 

IMST IM880A-L is based on 
Semtech SX1272 LoRa  
863-870 MHz for Europe 

HopeRF 
RFM  
series  Embit LoRa 

SODAQ LoRaBee 
RN2483 

SODAQ LoRaBee 
Embit 

HopeRF HM-
TRLR-D  

ARM-Nano N8 LoRa 
module from ATIM 

inAir9/9B based 
on SX1276 
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Build your own private 
LoRa LPWAN!

Add LoRa radio module to your 
preferred dev platform 
 
Install a LoRa gateway and start 
collecting data 

Figure from Semtech 
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LoRa Gateways!
(non exhaustive list)!

Multi-Tech Conduit 

Kerlink IoT Station 

LinkLabs Symphony 

Embedded Planet 
EP-M2M-LORA 

Or build your own one: 
Arduino, Rasperry PI, … 

PicoWAN from 
Archos 

Ideetron Lorank 8 

TheThingNetwork 
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other long-range 
technologies!

RPMA 
(Ingenu) 

LTE 
Cat-M1 
Cat-M2 

Weightless 
N, P 

NWave Telensa 

Amber 
Wireless 

802.11ah 

NB-IoT 
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The ISM/SRD License-Free 
Frequency Bands!
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License-free Sub-GHz 
constraints!

q  Activity time is constrained from 0.1%, 1% 10% duty-cycle 
depending on frequency: 3.6s, 36s/hour to 360s/hour 

LoRa%
mode BW CR SF 5%bytes 55%bytes

105%
bytes

155%
Bytes

205%
Bytes

255%
Bytes

1 125 %4/5 12 0.95846 2.59686 4.23526 5.87366 7.51206 9.15046
2 250 %4/5 12 0.47923 1.21651 1.87187 2.52723 3.26451 3.91987
3 125 %4/5 10 0.28058 0.69018 1.09978 1.50938 1.91898 2.32858
4 500 %4/5 12 0.23962 0.60826 0.93594 1.26362 1.63226 1.95994
5 250 %4/5 10 0.14029 0.34509 0.54989 0.75469 0.95949 1.16429
6 500 %4/5 11 0.11981 0.30413 0.50893 0.69325 0.87757 1.06189
7 250 %4/5 9 0.07014 0.18278 0.29542 0.40806 0.5207 0.63334
8 500 %4/5 9 0.03507 0.09139 0.14771 0.20403 0.26035 0.31667
9 500 %4/5 8 0.01754 0.05082 0.08154 0.11482 0.14554 0.17882
10 500 %4/5 7 0.00877 0.02797 0.04589 0.06381 0.08301 0.10093

time%on%air%in%second%for%payload%size%of

TC/18.4/H/84/ every 10mins = 2s * 6 = 12s / hour 
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2nd issue: big data!!

PEOPLES,  INFRASTRUCTURES, 
BUILDINGS, VEHICULES!

Sensing!

Pervasive Systems!

DATA ANALYSIS, OPTIMIZATION & 
CONTROL!
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Need IoT data cloud?!
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Need big data analytics?!

Graphics from http://www.vitria.com/iot-analytics/ 
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Example: Apache big data 
ecosystem!

Advanced & customized data management 
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3rd issue: at what cost?!

2000-2007 

2008-2012 
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Powerfull μcontroler 
boards!

Come with build-in analog-to-
digital converter (ADC) which 
usually have 10-bit resolution: 
 
0V means 0 
3.3V or 5V means 1024 = 210 

 

Analog pins 

Atmel | SMART SAMA5D2 
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…getting smaller and 
smaller…!

http://blog.atmel.com/2015/12/16/
rewind-50-of-the-best-boards-from-2015/  
 
http://blog.atmel.com/2015/04/09/25-dev-
boards-to-help-you-get-started-on-your-
next-iot-project/  

Theairboard on kickstarter 

Teensy 3.2 

Arduino Pro Mini 

STM32 Nucleo-32 

Tinyduino 
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…and cheaper !!!!
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IoT becomes reality!!



49	


IoT for rural applications in 
developping countries!

q WAZIUP is an EU H2020 project (2016-2019) 
q contributes to long-range networks for rural 

applications with WP2 

Prepara&on)
and)planning)
that)responded)
to)users)need)

(WP1))

Open)IoT)sensing)and)
communica&on)
pla;orm)(WP2))

Open)big)data)
applica&on)pla;orm)

(WP3))

User)acceptance)and)business)model)(WP5))

Building)sustainable)innova&on)community)and)ecosystem)(WP6)))

Project)coordina&on)and)innova&on)management)(WP7)))
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Typical scenarios!
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Design and adaptation !

q Build low-cost, low-power, Long-range enabled 
generic platform 

q Methodology for low-cost platform design 
q  Technology transfers to user communities, 

economic actors, stakeholders,… 
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Design and adaptation !

q Build low-cost, low-power, Long-range enabled 
generic platform 

q Methodology for low-cost platform design 
q  Technology transfers to user communities, 

economic actors, stakeholders,… 
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SW/HW building blocks!

Long-Range communication library 
(mostly sending functions) 

Libelium LoRa 
HopeRF 
RFM92W/95W   

Modtronix 
inAir9/9B 

LoRa radios that 
our library already 
supports NiceRF 

LoRa1276 

Ideetron Nexus Teensy3.1/3.2 
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Running for 1 year!

Thanks to T. Mesplou and P. Plouraboué for their help 

Low-Power library from RocketScream 

Wakes-up every 
10min, take a 
measure (temp) and 
send to GW 
 
 
 
 
 
 
 
146µA in deep 
sleep mode, 
93mA when active 
and sending 

Can run for 100 days with 1 
measure/10min 
 
Can run for 1 year with 1 
measure/1h 2500mAh 
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Communication to gateway is 
straightforward for developers!

sendPacketTimeout(1, ”18.5”, 4);!
// 1: sends to gateway!
// 18.5 : temperature message!
// 4 : message size! 1 send function! 

Libelium LoRa 
HopeRF 
RFM92W/95W   

Modtronix 
inAir9/9B 

LoRa radios that 
our library already 
supports NiceRF 

LoRa1276 

Ideetron Nexus Teensy3.1/3.2 
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low-cost LoRa gateway: 
less than 50€!



57	


From GW to Cloud 
platforms!

q High-level scripting language provides 
connectivity to any cloud platforms depending 
on end-user needs 

Raspbian 

ArduPi lib 

SX1272 lib 

lora_gateway program 

g++ -lpthread -lrt lora_gateway.cpp arduPi.cpp SX1272.cpp -o lora_gateway!

radio 
bridge 

program 

stdout!

stdin!

post 
processing 

Kept as simple 
as possible 

hi
gh

-le
ve

l l
an

g.
 

e.
g.

 p
yt

ho
n 

Most of user or 
application specific 
logics is done here! 
We provide some 
basic features, up to 
you to enhance them 

stdout!

Once data is 
received at 
gateway, 
traditional 
Internet tools 
can be used to 
push data to 
cloud 
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Running without Internet 
access!

Internship of N. Bertuol, collaboration with ConnectingNature (F. Duvignac) 
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Open-source, DIY!

Source code  
available 

Source code  
available 

Python scripts  
available 

https://github.com/CongducPham/LowCostLoRaGw 
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Long-range test-bed & benchmark!
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Build your own low-cost 
test-bed (1)!

q  Interactive end-device 

Hello world!

Command Action
/@M1# 0set0LoRa0mode01
/@C12# 0use0channel012
/@PL/H/M/x/X# 0set0power0to0Low,0High,0Max,0extreme0(PA_BOOST),0eXtreme0(+20dBm)
/@A9# 0set0node0addr0to09
/@ACK#hello0w/ack00sends0"hello0w/ack"0and0request0an0ACK
/@ACKON# 0enables0ACK0(for0all0messages)
/@ACKOFF# 0disables0ACK
/@CAD# 0performs0an0SIFS0CAD,0i.e.030or060CAD0depending0on0the0LoRa0mode
/@CADON3# 0uses030CAD0when0sending0data0(normally0SIFS0is030or060CAD,0DIFS=3SIFS)
/@CADOFF# 0disables0CAD0(IFS)0when0sending0data
/@RSSI# 0toggles0checking0of0RSSI0before0transmission0and0after0CAD
/@EIFS# 0toggles0for0extended0IFS0wait
/@T5000# 0send0a0message0at0regular0time0interval0of05000ms.0Use0/@T0#0to0disable0periodic0sending
/@TR5000# 0send0a0message0at0random0time0interval0between0[2000,05000]ms.
/@Z200# 0sets0the0packet0payload0size0to02000for0periodic0sending
/@S50# 0sends0a050B0user0payload0packet0filled0with0'#'.0The0real0size0is055B0with0the0protocol0header
/@D56# 0set0the0destination0node0to0be056,0this0is0permanent,0until0the0next0D0command
/@D56#hello 0send0"hello"0to0node056,0destination0addr0is0only0for0this0message
/@D1#/@M1# 0send0the0command0string0"/@M1#"0to0node010(i.e.0gateway)

/@ACK#hello 

You can get 
SNR of both 
uplink and 
downlink 

/@ACK#/@M2# 
GW switches to  
250KHz,SF12 /@M1# 

Switch yourself to  
250KHz,SF12 

/@ACK#hello 
Test whether GW 
is still reachable 
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Build your own low-cost 
test-bed (2)!

q  Implement & test channel access methods 
q SIFS=xCAD; DIFS=3SIFS; set x with /@CADONx# 
q Use background traffic generator devices 
q /@T2000# or /@TR5000# 

DIFS 
DATA 

Di 

Dj 

DIFS DIFS 

WAIT DIFS [1..8] 

Unsuccessful CAD 

Successful CAD 

W Random wait #DIFS [1..8] 

5 
CAD DIFS 

DIFS 7 CAD DIFS 3 DIFS 
DATA 

Extended IFS 

RSSI < -90dBm 
W Random wait #CAD [1..8] 

E-IFS E-IFS 

Enabled with /@EIFS# 

Enabled with /@RSSI# 
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Build your own low-cost 
test-bed (3)!
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What about Quality of 
Service?!

LR-BS 

Regulations stipulate that radio activity duty-cycle should be enforced at 
devices and that end-users should not be able to modify it « easily ». 
 
LoRaWAN specification from LoRa Alliance is a first attempt to 
standardize LoRa networks but no issues on quality of service. 

What if I still need to send 
more than 36s in the current 
hour because of an 
emergency situation? 
 
☐	 stop	 transmitting?	 
☐	 violate	 regulation? 
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2100m 

247m 1 

2 

3 

4 

940m 

870m 

5 

520m 

332m Semtech 
SX1272!

Long-range version of 
our image sensor!
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Image = much more data!!

Optimized image 
encoding at medium 
quality: 16384b down to 
1366b (ratio 12). 
 
Will generate 7 pkts using 
250 max payload 

7*9.15= 64.05s 
 
7*1.96 = 13.72s 

LoRa%
mode BW CR SF 5%bytes 55%bytes

105%
bytes

155%
Bytes

205%
Bytes

255%
Bytes

1 125 %4/5 12 0.95846 2.59686 4.23526 5.87366 7.51206 9.15046
2 250 %4/5 12 0.47923 1.21651 1.87187 2.52723 3.26451 3.91987
3 125 %4/5 10 0.28058 0.69018 1.09978 1.50938 1.91898 2.32858
4 500 %4/5 12 0.23962 0.60826 0.93594 1.26362 1.63226 1.95994
5 250 %4/5 10 0.14029 0.34509 0.54989 0.75469 0.95949 1.16429
6 500 %4/5 11 0.11981 0.30413 0.50893 0.69325 0.87757 1.06189
7 250 %4/5 9 0.07014 0.18278 0.29542 0.40806 0.5207 0.63334
8 500 %4/5 9 0.03507 0.09139 0.14771 0.20403 0.26035 0.31667
9 500 %4/5 8 0.01754 0.05082 0.08154 0.11482 0.14554 0.17882
10 500 %4/5 7 0.00877 0.02797 0.04589 0.06381 0.08301 0.10093

time%on%air%in%second%for%payload%size%of
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Long-range Activity 
Sharing (LAS) !

n=10 
D1 D2 

D3 

D4 

D5 D6 

D7 

D8 

D9 

D10 

GAT = lRAT 0
i

i=1

n

∑

REG	   lRAT 0
i

device RAT lastRAT 

Di           = 36000 36000 lRAT 0
i

local	  
remote = 324000 

Di 

(a) 

lRAT
i = lRAT 0

i

lTAT
i = rATU

i = 0

… 
0 

Gi
AT=360000 

local	  (b) 

lTAT
i = ToA(Sm

i )
m=1

k

∑ lRAT
i

… 
0 

Gi
AT=360000 

local	  (c) 

lRAT
i = 0

lTAT
i = ToA(Sm

i )
m=1

k

∑

rATU
i = lTAT

i − lRAT 0
i

… 
0 

Gi
AT=360000 

A device can transmit more if needed, provided that other devices 
will decrease their radio activity time accordingly. 
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Distributing Remote 
Activity Time Usage!

local	  D4 

lRAT
4 = 0 rATU

4 = lTAT
4 − lRAT 0

4

local	  D5 

lRAT
5 = 36000−1598 = 34402ms

UPDT	  w/RATU	   39196	   5 6

local	  D6 

lRAT
6 = 36000−1598 = 34402ms

nd=2	  

… 

… 

… 

local	   … 

device RAT lastRAT 

D4           = -3196 lRAT 0
4

-3196 

36000 

AT 4 = −3196−36000 = −39196

G5
AT=360000 – 39196+3196=324000 

3196	  4

G6
AT=360000 – 39196+3196=324000 

Gj
AT=360000 – 39196=320804 

G4
AT=360000 

Dj≠4 

REG:%36000%%
D4%

INIT:%10,%36
0000,%100%%

%

local%

remote%%%

lRAT
4 = 36000

lTAT
4 = rATU

4 = 0

240% 240% 240% 40%

252% 252% 252% 52%

DATA:%26850%%

LH%of%5B%%
IH%of%7B%

DATA%header%3B%

240%

252%

DATA:%17700%%
DATA:%8550%

DATA%w/RATU:%600%%DATA%w/RATU:%3196%%

ToA(255)=9150ms%

ToA(55)=2596ms%

UPDT%w/RA
TU:%39196,

%4,%3196,%2,
%5,%6%%%

broadcast%%

broadcast%%

local%

lRAT
4 = 0

lTAT
4 = ToA(Sm

4 )
m=1

6

∑

= 39196

rATU
4 = 3196

…%

…%

device% RAT% lastRAT%

D4%
…%

36000% 36000%

device% RAT% lastRAT%

D4% P3196%
P3196%

36000%

AT 4 = −3196−36000 = −39196
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Other issues to take into 
account!

q  Minimise the number of UPDT messages sent by the gateway because 
the gateway’s radio time is also limited 
q  UPDT can have cumulative behavior if no remote activity time has been used 

q  Support sleep periods of end-devices 
q  The network is synchronized for control messages (REG, INIT, UPDT). UPDT msg 

that can not use cumulative behavior are queued for transmission at next 
transmission slot. At rcv, UPDT have to be applied sequentially. 

q  Maintain (loose) synchronization 
q  If no UDPT are scheduled, the gateway periodically sends a BEACON. Clock 

drift is limited to a BEACON period 

q  Dynamic insertion of new end-devices 
q  New devices can either stay out of the managed pool (then only 36s of activity 

time/h is allowed), or join by waiting for the next UPDT/BEACON msg 
q  Every hour, end-devices decide if they want to join the pool or not 

q  Give priority to control msg 
q  SIFS/DIFS mechanism are implemented using LoRa Channel Activity Detection 

q  Avoid interleaving of several image transmissions 
q  Use DIFS for first image packet, then SIFS 

q  Improve LoRa network efficiency 
q  Move from pure ALOHA to CSMA mechanism with CAD+RSSI tests prior to any 

transmission 
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Implementation available!
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Sending message under 
LAS services!
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Conclusions!

q Low-power, long-range transmission is a break-
through technology for IoT and large-scale 
deployment of wireless (sensor) devices 

q Coupled with low-cost, off-the-shelves hardware, 
IoT design is entering the DIY era  

q The whole IoT eco-system is becoming mature 
with availability of IoT clouds and advanced big 
data analytic platforms/frameworks 

q As IP and TCP provided tools for building more 
advanced applications in the early Internet, the 
whole IoT ecosystem can boost innovative IoT 
developments and deployments, in all countries! 


