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Googling for « Internet of Things »

Q: What is IoT for you?
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…shows communicating objects
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All communicating objects?
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IoT=interactions with physical world

Q: Interactions? How?
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Sensing the physical world
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RFID, NFC, active, passive?

⊙ Radio-Frequency Identification (RFID)
⊙ Near Field Contact (NFC)
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RFID, NFC, active, passive?

⊙ Radio-Frequency Identification (RFID)
⊙ Near Field Contact (NFC)

Q: How RFID works?

hint



9

Pr
of

. C
on

gd
uc

 P
ha

m
ht

tp
://

w
w

w
.u

ni
v-

pa
u.

fr/
~c

ph
am

Need sophisticated communication?
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Home/consumer IoT products

Pictures from WiThing, https://www.withings.com/eu/fr/products/body
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Local interaction is possible…

Q: Where is the real power of data?
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… but IoT usually means cloud data

Lot's of data !
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IoT added-values come from 
interactions and linked data!
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General public IoT architecture

Pictures from ArchitectCorner
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IoT cloud and visualization tools
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Sense, Monitor, Optimize & Control

APPLICATION DOMAINS

Sensing
Physical world interaction

Monitoring

DATA ANALYSIS, 
OPTIMIZATION & CONTROL
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Top IoT applications, 2020
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IoT: 2020 vs 2018

Q: Where are the differences?
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IoT in industry

⊙ Infrastructure monitoring, 
Security & Safety

⊙ Continuous process 
improvement, Process 
automation, Process 
optimization

⊙ Smart logistics 
management, remote 
management, tracking,

⊙ Connectivity to back-end 
system, integration of 
smart tools, 
Interoperability

⊙ Data analysis, Supply 
Chain Optimization, 
Predictive maintenance
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IoT for development!

Irrigation Livestock farming Fish farming & aquaculture  

Logistic, Storage, 
Asset Tracking Agriculture Fresh water
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e.g. Smart Agriculture
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Is IoT the solution for your
problem?
Q: How would you implement a
real-time positioning system of 
city buses?
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Is IoT the solution for your
problem?
Q: How to enable municipal 
street sweepers to report illegal 
dumping, leaking pipes and 
emergencies

ITU Telecom World 2018
Phathwa Senene at MTN booth
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⊙ IoT device can be viewed as a simple Embedded System

Typical IoT device

Physical Sensor

Processing 

Microcontroller

Q: uprocessor vs ucontroller?

Radio
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Microprocessors & Microcontrollers

⊙ A microprocessor unit (MPU) is a processor on one silicon chip
⊙ A microcontroller unit (MCU) is a microprocessor with some 

added circuitry on one silicon chip
⊙ Microcontrollers are used in embedded computing and

most IoT devices are based on microcontrollers

VS

From "An Embedded System Overview" by Dr. Eng. Amr T. Abdel-Hamid
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From µcontroller to µcontroller board 

⊙ A µcontroller can be standalone…

⊙ But, it is usually mounted on
a board with additional
electronics parts
⊙ Leds, Voltage regulators
⊙ Easy access to pins
⊙ Reset button
⊙ Serial-USB interface
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Understanding simple analog sensor

⊙ Analog sensors provides a voltage output that varies according 
to a physical parameter, e.g. temperature, humidity, luminosity,…
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Vcc is typically 3.3V. Microcontrollers have Analog/Digital (A/D) converter to map a voltage to a 
numerical value. A/D with 10-bit resolution give values in [0, 210-1] = [0, 1023]

If 0=0V and 1023=3300mV then 3300mV/1024=3.22mV is the granularity of the measure

A digital value of 100 means 100*3.22mV=322mV
If the sensor output is 10mV/1°C then the physical temperature is 322mV/10mV=32.2°C

Digitalizing the real world!
GND

OUT VCC
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How to collect data?

APPLICATION DOMAINS

Sensing

Monitoring

DATA ANALYSIS, 
OPTIMIZATION & CONTROL

? ?

Microcontroller

?
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Wireless (radio) transmission basics

Q: Can we have Gbps in wireless?
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The real limitation in wireless

10-15kmsMoisture/
Temperature of 
storage areas

200-500mA 500-1000mA 100-300mA
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Energy consideration

0.005mA

500mA 8s

3600s

TX power: 500mA. Mean consumption: (8sx500+3592sx0.005)/3600=1.11mA

200-500mA 500-1000mA 100-300mA2G/3G/4G

2500mA

2500/1.11=2252h = 93 days

In most cellular networks, the device is still maintaining 
communication with BS even if it is inactive
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Low-power & long-range radios

EnergyEnergy-Range dilemma

L
P
W
A
N

5G?
NB-IoT

2G/3G/4G

Long-range
Low-power
LPWAN

(Very) Low throughput
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Energy consumption comparaison

200-500mA      500-1000mA      100-300mA

TX power: 40mA. Mean consumption: (2sx40+3598sx0.005)/3600=0.027mA

2500/0.027=92592h = 3858 days = 10 years

18mA 18mA-40mA

EnergyEnergy-Range dilemma

L
P
W
A
N

5G?
NB-IoT

2G/3G/4G

Long-range
Low-power

(Very) Low throughput
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LPWAN Expected range?

10km (urban)
40km (rural)

5km (urban)
20km (rural)

1km (urban)
10km (rural)
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36

Attenuation in general

⊙ Depends mainly on distance

⊙ with :
§ Pe = transmitted power 
§ Pr = received power 
§ d = distance between antennas
§ α from 2 to 4

α−= dPP er
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37

Attenuation in practice

⊙ For an ideal antenna (theoretic)

§ Pe = transmitted power 
§ Pr = received power 
§ d = distance between antennas
§ c = light speed in space 3.108 m/s
§ λ= wave length of the signal=c/f

( ) ( )
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Attenuation in image

⊙ Free Space Path Loss model
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Q: who know what is dB?
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Link budget in wireless system

Adapted from Peter R. Egli, INDIGOO.COM

Receiver sensitivity is a measure 
of how well the receiver 
performs and is defined as the 
power of the weakest signal the 
receiver can detect 
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How can we increase range?

⊙ Increase TX power and/or improve RX sensitivity
⊙ Generally, RX sensitivity (~robustness) can be increased

when transmitting (much) slower (like speaking slower!)
⊙ LoRa uses spread spectrum approach to increase RX sensitivity
⊙ Spreading Factor defines how many chips will be used to code a symbol. 

More chip/symbol=longer transmission time ➠more robustness
⊙ The price to pay for LPWAN
⊙ LoRa has very low throughput: 200bps-37500bps (0.2-37.5kbps)

- WiFi 802.11n: 450 000 000 bps (450Mbps)
- WiFi 802.11g:   54 000 000 bps (54Mbps)
- Bluetooth3&4:  25 000 000 bps (25Mbps)
- Bluetooth BLE:   2 000 000 bps (2Mbps)
- 3G/4G : 20Mbps-200Mbps
- LoRa : 200bps-37500bps (0.0002-0.0375Mbps)
- 3G/LoRa ratio: 20,000,000bps/200bps=100000!
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LoRa modules with Semtech’s SX127x

DORJI DRF1278DM is 
based on Semtech 
SX1278 LoRa 433MHz

Multi-Tech 
MultiConnect mDot

LinkLabs 
Symphony module

habSupplies

Adeunis ARF8030AA- Lo868 

AMIHO AM093

Microship RN2483

Froggy Factory LoRa 
module (Arduino)

Libelium LoRa is based on 
Semtech SX1272 LoRa 
863-870 MHz for Europe

IMST IM880A-L is based on 
Semtech SX1272 LoRa 
863-870 MHz for Europe

HopeRF 
RFM 
series Embit LoRa

SODAQ LoRaBee
RN2483

SODAQ LoRaBee
Embit

HopeRF HM-
TRLR-D 

ARM-Nano N8 LoRa 
module from ATIM

inAir9 based 
on SX1276
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Line-of-Sight & Fresnel zone

⊙ LoS means clear Fresnel zone
⊙ Football (american) shape
⊙ Acceptable = 60% of zone 1 + 3m

RF Essentials from Digi
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Clearing the Fresnel zone?
Raise antennas!

RF Essentials from Digi
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Clearing the Fresnel zone?
Let's use satellite!
⊙ Low-orbit, low-cost; compact satellite for global coverage
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General LPWAN IoT architecture

⊙ LPWAN architecture is gateway-centric
⊙ IoT gateways are connected to Internet
⊙ They forward data from IoT device to Internet Servers
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IoT becomes reality!
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A reality for everybody?
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IoT in developing countries?

Too expensive
Too integrated

Highly specialized
Difficult to customize
Difficult to upgrade
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Smallholders: the next decade challenge!
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Challenges: 
Low-cost, adaptation, digital inclusion, local economy

Many commercial 
systems are not 
adapted
for developing 
countries, rural 
areas, smallholders

Adapting technological solutions
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: Low-cost IoT!
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http://blog.atmel.com/2015/12/16/rewind-
50-of-the-best-boards-from-2015/ 

http://blog.atmel.com/2015/04/09/25-dev-
boards-to-help-you-get-started-on-your-
next-iot-project/ 

Theairboard
Teensy 3.2

Arduino Pro Mini

STM32 Nucleo-32

Tinyduin
oTessel

LoPy

Expressif ESP32

Adafruit Feather
Sparkfun ESP32
Thing

LinkIt
Smart7688 duo

SodaqOnev2

Heltec ESP32 + 
OLED

Low-cost microcontroller boards
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Arduino's success story
starting in 2005
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Why go for Arduino?

⊙ Cheap, open, and easy to use/program
⊙ Huge developer communities
⊙ Hardware is not the main important issue
⊙ Hardware is nothing without software libraries!

Q: How 
much is it?
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Do-It-Yourself IoT

Physical 
sensor 
mgmt

Long-range 
transmission

Activity 
duty-cycle, 
low power

Logical 
sensor 
mgmt

AES 
encryption

Arduino Pro Mini @3.3V

VC
C

M
O
SI

M
ISO

C
LK

C
S

G
N
D
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Generic IoT v.s. highly specialized
⊙ Build low-cost, low-power, generic IoT platform
⊙ Methodology for low-cost platform design
⊙ Technology transfers to user communities, economic 

actors, stakeholders,…

Physical 
sensor 
mgmt

Long-range 
transmission

Activity 
duty-cycle, 
low power

Logical 
sensor 
mgmt

AES 
encryption

Arduino Pro Mini @3.3V
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A simple temperature sensor example

Modtronix inAir9

Arduino Pro Mini @3.3V

TMP36

Wakes-up every 10min, take 
a measure (temp) and send 
to gateway

5μA in deep sleep 
mode, about 40mA 
when active and 
sending

More than 1 year with 1 
measure/10min

Can run several years 
with 1 measure/1h
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Simple PCBs ease the DIY approach

5€

https://github.com/FabienFerrero/UCA_Board
1.5€

<1€
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WaziDev kit: IoT in-a-box!
⊙ WaziDev
⊙ ATMega328P, 8MHz, 3.3v
⊙ FTDI chip
⊙ RFM95W LoRa module
⊙ Integrated antenna

⊙ Included
⊙ LiPo battery regulator accepting 

solar panel input
⊙ Battery level monitor
⊙ 2 high-current control pin
⊙ GND rail
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Generic IoT v.s. highly specialized
⊙ Build low-cost, low-power, generic IoT platform
⊙ Methodology for low-cost platform design
⊙ Technology transfers to user communities, economic 

actors, stakeholders,…

Physical 
sensor 
mgmt

Long-range 
transmission

Activity 
duty-cycle, 
low power

Logical 
sensor 
mgmt

AES 
encryption

Arduino Pro Mini @3.3V

MVP 1 
 

Water 
Fish Farming 

MVP 2 
 

Cattle  
Rustling 

MVP 3 
 
 

AGRI 

MVP 4 
 

Logistic 
Transport 

MVP 5 
Urban 
Waste 
mgt 

Waziup 
Advisory 
Board 

Waziup 
Community 

WAZIUP PROJECT 
WP1 
WP2 
WP3 
WP4 
WP5 
WP6 
 

Minimum Viable Product

C
re

di
t: P

. C
ou

si
n,

 E
G

M
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Low-cost buoy for fish farming MVP
Kuma Farm 

Complex

Physical 
sensor 

management 

Long-range 
transmission 

Activity duty-
cycle, low 

power 

Logical sensor 
management Security 

Physical 
sensor 
reading 

C
re

di
t: 

EG
M
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Collar for Cattle Rustling MVP

A web interface displays the position of the gateway those of the remote GPS devices
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Soil humidity sensors for agri MVP

Physical 
sensor 

management

Long-range 
transmission

Activity duty-
cycle, low 

power

Logical sensor 
managementSecurity
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Deployment for Nestlé's WaterSense
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Deployment for Nestlé's WaterSense
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Local integration, technology transfer
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Deployment in rural areas
no Internet L
⊙deploying IoT in very isolated areas…
⊙… where internet and electricity are not stable!

? ?

Q: What can we do?
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Deploying IoT in Africa
Autonomous gateway – no Internet – Edge IoT

Link to a short demo video of the collar web 
interface: https://youtu.be/meFDav1SLPI
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Making IoT happening!

Innovative	IoT	
technologies

"IoT	for	All"
paradigm

IoT	infrastructures	
and	use	cases

Users/Developers	
engagement

Innovative	solutions	
adapted	to	local	

needs	

Communication	&	
community	building

Knowledge	
dissemination	&	

training

Exploitation	plan	and	
innovation	hubs

Sustainable	&	long-
term	innovation
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Launch event (Senegal, CTIC Dakar)

IoTCareConference (Budapest, CNET)

Launch event (Ghana, iSpace)

Workshop at the European Conference
on Networks & Cmmunications

(Greece, CNET)

WAZIUP Workshop on IoT (Togo, 
L'Africaine d'Architecture)

IoTBigData2016 
(Italy, EGM)

Workshop at the RESSACS 2016 (France, UPPA)

IoTWeek2016 (Belgrade, EGM)

Community building for sustainable innovation

Credit: C. Vavasseur, CTIC Dakar
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WAZIUP Online Course

⊙ http://diy.waziup.io
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Training & hackathons

⊙ Technical training sessions
⊙ Hackathons, …

Online Arduino & IoT step-by-step tutorial
https://diy.waziup.io
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Tutorials/resources

Author : Congduc Pham, University of Pau, France page  
Last update : 07.09.2016 

1"

EU"H2020"grant"agreement"number"687607"

Low-cost LoRa IoT devices and gateway FAQ 

1) What is Internet-of-Thing (IoT)? 

From IERC (European Research Cluster on the Internet of Thing)  

The IERC definition states that IoT is "A dynamic global network infrastructure with 
self-configuring capabilities based on standard and interoperable communication 
protocols where physical and virtual “things” have identities, physical attributes, and 
virtual personalities and use intelligent interfaces, and are seamlessly integrated 
into the information network." 

From http://www.gartner.com/it-glossary/internet-of-things/ 

"The Internet of Things (IoT) is the network of physical objects that contain 
embedded technology to communicate and sense or interact with their internal 
states or the external environment." 

From http://internetofthingsagenda.techtarget.com/definition/Internet-of-Things-IoT 

"The Internet of Things (IoT) is a system of interrelated computing devices, 
mechanical and digital machines, objects, animals or people that are provided with 
unique identifiers and the ability to transfer data over a network without requiring 
human-to-human or human-to-computer interaction." 

2) What is WAZIUP? 

The EU H2020 WAZIUP project, namely the Open Innovation Platform for IoT-Big 
Data in Sub-Saharan Africa is a collaborative research project using cutting edge 
technology applying IoT and Big Data to improve the working conditions in the rural 
ecosystem of Sub-Saharan Africa. First, WAZIUP operates by involving farmers and 
breeders in order to define the platform specifications in focused validation cases. 
Second, while tackling challenges which are specific to the rural ecosystem, it also 
engages the flourishing ICT ecosystem in those countries by fostering new tools 
and good practices, entrepreneurship and start-ups. Aimed at boosting the ICT 
sector, WAZIUP proposes solutions aiming at long term sustainability. 

WAZIUP will deliver a communication and big data application platform and 
generate locally the know how by training by use case and examples. The use of 
standards will help to create an interoperable platform, fully open source, oriented 
to radically new paradigms for innovative application/services delivery. WAZIUP is 
driven by the following visions: 

1. Empower the African Rural Economy. Develop new technological enablers to 
empower the African rural economy now threatened by the concurrent action 
of rapid urbanization and of climate change. WAZIUP technologies can 
support the necessary services and infrastructures to launch agriculture and 
breeding on a new scale; 
 

Low-cost LoRa IoT device:!
a step-by-step tutorial!

Prof. Congduc Pham !
http://www.univ-pau.fr/~cpham!

Université de Pau, France!
!

Building an IoT device for 
outdoor usage:!

a step-by-step tutorial!

Prof. Congduc Pham!
http://www.univ-pau.fr/~cpham!

Université de Pau, France!
!Low-cost LoRa IoT:!

using the WAZIUP demo kit!

Prof. Congduc Pham !
http://www.univ-pau.fr/~cpham!

Université de Pau, France!
!

Tutorial on hardware & 
software for low-cost long-

range IoT!

Prof. Congduc Pham !
http://www.univ-pau.fr/~cpham!

Université de Pau, France!
!

https://github.com/CongducPham/tutorials

Low-cost LoRa IoT device:!
supported physical sensors!

Prof. Congduc Pham !
http://www.univ-pau.fr/~cpham!

Université de Pau, France!
!

The generic hardware platform
The Arduino Pro Mini
The Arduino Pro Mini is a compact form factor Arduino board based on the ATmega328P microcontroller 
Use the 3.3v and 8MHz version of the Arduino Pro Mini for lower power consumption

There are various LoRa radio modules that are all based on the Semtech SX1272/1276 chips family

The LoRa radio module

Connect the LoRa radio module

Congduc Pham, http://cpham.perso.univ-pau.fr
http://www.waziup.eu

You can get the original board designed by Sparkfun or get one of 
the various clones available mainly from Chinese manufacturer. The 
last solution is very cost-effective as the Pro Mini board can be 
purchased for a bit more than 1€ a piece.

Depending on how many sensors you want 
to connect, the number of ground (GND) 
pins may be limited. You can extend a GND 
pin with a header pin where all pins are 
soldered together.

Libelium LoRaHopeRF RFM92W/95W  Modtronix inAir4/9/9B
Fully tested LoRa 
radio modules NiceRF LoRa1276

Most of SPI-based LoRa radio modules are supported. We recommend the 
Modtronix inAir model if you don't have delicate soldering experience as this 
module can come with header pins ready to be connected with Dupont wires.

The RFM95W can be found assembled (Adafruit) or an adapter can be 
purchased (from Ideetron for instance)

Connect the corresponding SPI pins of the radio 
module to the SPI pins on the Pro Mini board. MOSI 
(blue) is pin 11, MISO (green) is pin 12, CS (white) is 
pin 10 and CLK (orange) is pin 13 (right picture). 
Then connect also the VCC (red) and the GND (black) 
of the radio module to the VCC and the GND of the 
board (right picture). The VCC of the Pro Mini board 
gets 3.3v from the on-board voltage regulator.

VC
C

M
O
SI

M
ISO

C
LK

C
S

G
N
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C

M
O
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M
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C
LK

C
S

GND

Low-cost LoRa gateway:!
a step-by-step tutorial!

Prof. Congduc Pham!
http://www.univ-pau.fr/~cpham!

Université de Pau, France!
!

Low-cost LoRa gateway:
web admin interface

Prof. Congduc Pham
http://www.univ-pau.fr/~cpham

Université de Pau, France

Low-cost LoRa IoT antenna
tutorial for gateway

Prof. Congduc Pham
http://www.univ-pau.fr/~cpham

Université de Pau, France

IoT Deployment with WAZIUP
* * *

Guidelines, Best practices, 
Troubleshooting and FAQ

Prof. Congduc Pham
http://www.univ-pau.fr/~cpham

Université de Pau, France
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YouTube videos

https://www.youtube.com/watch?v=YsKbJeeav_M https://www.youtube.com/watch?v=mj8ItKA14PY

Low-cost LoRa IoT
device

Low-cost LoRa IoT
gateway

+94000 views +22000 views

Extreme low-power 
LoRa IoT

Setting up a 
gateway in 5mins

https://www.youtube.com/watch?v=2_VQpcCwdd8 https://www.youtube.com/watch?v=CJbUFXLpSok

May2021 May2021

+9000 views
May2021

+4600 views
May2021
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Scaling-up!

Feb 2016 - 2019
May 2018 – July 2021

VC
C

M
O
SI

M
ISO

C
LK

C
S

G
N
D

Raspberry PI: lots of libraries, lots 
of software, lots of hardware, lots 
of shields,…
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Emergence of an ecosystem!
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Beyonds state-of-the-art!

Feb 2016 - 2019 May 2018 - 2021

Widen the scope of technologies to 
prepare for the next 10 years of 
innovation in IoT, AI & BigData

Jan 2021 - May24
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3 Innovation Enablers

Make disruptive 
technologies accessible 
to entrepreneurs! 

Create vertical 
solutions with go-to-
market objectives

Create synergies 
amongs innovation 
actors, DIHs, 
stakeholders,…



Now	what?
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Conclusions

⊙ Internet-of-Things provides the unique feature to make things 
"talk" to us: localisation, surrounding environmental conditions, 
particular events, …

⊙ It has huge potential in industrial applications but has also 
unique capabilities in helping humanity to
reach more sustainable development

⊙ Next gen sensors such as cameras,
spectrometers, hyperspectral cameras,…
will provide possibilities to further
optimize a number of complex processes

⊙ LIUPPA works for more than
8 years to develop & deploy low-cost IoT
in Africa with 4 EU H2020/PRIMA projects 



Undestanding Internet-of-Thing 
technologies

Prof. Congduc Pham
http://www.univ-pau.fr/~cpham
Université de Pau, France

IoT – from idea to reality

Total Booster Learning Capsule – May xxth, 2021


